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Introduction

Content of this document

SSL Plus Upgrade Guide

This document is intended for customers of SSL Pluswho are upgrading from version
3.X (Desktop or Embedded series) to version 4.0. It describes the changesto the archi-
tecture of the product, and how these changes have affected the API.

The main change is the integration of both SSL Plus Desktop and Embedded into a
single product. SSL Plus v4.0 is suitable for both environments, so customers no
longer have to choose which product to use. To allow SSL Plus v4.0 to be used to
develop applicationsin a constrained environment, the APl has been re-designed to
allow you to include only the library code that you need. This reduces the code size of
your application (see “Installable Objects’ on page 3 for more on this).

In the API, the context structure has been split into a global context and a connection
context. This marks a change from previous versions of SSL Plus, where all the data
needed to maintain an SSL connection was stored in a single structure. In the new
model, the global context contains all the global data for one or more connections,
while the connection context contains only what is needed to maintain a single con-
nection. The functions to support both types of structure are described in “ Global and
Connection Contexts’ on page 4.

Minor changes have been made to handshaking and data exchange; these are described
in “Handshake and Data Exchange” on page 4.

To help you to use the new API, two tables of function mappings have been included
in this document. These tableslist the SSL Plus Desktop and Embedded functions
along with their version 4.0 equivalents. As aresult of combining both the Desktop
and Embedded products, the SSL Plus 4.0 library contains fewer functions, which is
another benefit of switching to the new product.

Two sampl e applications (sslsampleclient.c and sslsampleserver.c) have been included
with the product.
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SSL Plus V4.0 now uses Security Builder asits cryptographic engine. Security Builder
replaces the EZCrypto component which was used in previous releases of SSL Plusto
abstract away the differences between all the supported cryptographic engines. This
change to SSL Plusistransparent - there is no impact on the API.

The SSL and TL S contexts have each been replaced with two structures. global and
connection contexts. A connection context keeps track of asingle SSL connection.
You create a new connection context each time you make an SSL connection with a
peer. A global context contains all the global data for one or more SSL connections.
Thisincludesinformation such as certificate chains, trusted roots and exportable RSA
key pairs. You create a global context at the beginning of your application, and then
create a connection context from it each time you make anew SSL connection.

See “Changes to the SSL Plus API” on page 4 for more information on the SSL Plus
functions that create global and connection contexts.

Note that the context structures have resulted in certain restrictions being placed on the
use of the API. See “Restrictions on the use of the SSL Plus API” on page 7.

The SSL Plus API has been redesigned to allow you to include only the library code
you need in your application. By calling an installable object function, you can
determine the level of support for cipher suites and protocolsin your application. For
example, by calling the function SSL_ PROTOCOL_ SSLV3_SERVERSI DE( ) , you
can include support for version 3 of the SSL protocol in your server application.
Support for other protocolsis not included in your application. Thisresultsin a
smaller code size for your application.

There are several other categories of installable objects; see“ Changesto the SSL Plus
API” on page 4. All the installable object functions are documented in the SSL Plus
Programmer’s Reference.
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Changes to the SSL Plus API

Global and
Connection
Contexts

Installable
Objects

Note that the naming convention has changed in this version of SSL Plus:
SSLSet Ci pher Sui t es() isnow ssl _Set Ci pher Sui tes();
TLSSet Al ert Func() isnow ssl _Set Al ert Func() etc.

See “Function Mappings’ on page 12 for alist of the API changes between SSL Plus
3.x for Desktop Systems (1.x for Embedded Systems) and version 4.0.

Four functions have been added to the SSL Plus API to support global and connection
contexts. They aressl _Cr eat ed obal Cont ext (),

ssl _Destroyd obal Cont ext (),ssl _CreateConnecti onCont ext ()
andssl _DestroyConnecti onCont ext () . These functions replace those
which supported the SSL and TL S contextsin previous versions of SSL Plus.

For more information on the global and connection contexts, seethe SSL PlusUser’s
Guide and the SSL Plus Programmer’s Reference.

There are seven categories of installable objects:

» Cipher suite objects

» Protocol objects (see the table below)
»  Client authentication mode objects

» Private key decryption objects

e Certificate format objects

» Key and certificate decoding objects
» Mohile Trust root objects

The SSL Plus API provides functionsto install each of these abjects. The
SSLI nst al | Modul es() function has been removed. Seethe SSL Plus
Programmer’s Reference for more information.

Table 1 showsthe SSL protocol enumerated typesin SSL Plus v3.x and the

Table 1: Mapping of SSL Plus v3.x protocol enumerated types and SSL Plus v4.x
protocol objects

SSL Plus v3.x SSL Plus v4.x

SSL_Version_Undeter mined SSL_PROTOCOL_TLSV1 SSLV3 SSLV2
_(CLIENTSIDE/SERVERSIDE)

TLS Version_1 0 With 2 0 Hello | SSL_PROTOCOL_TLSV1 SSLV3 SSLV2
_(CLIENTSIDE/SERVERSIDE)

SSL_Version_3 0 With_2 0 Hello | SSL_PROTOCOL_SSLV3 SSLV2_ (CLIE
NT S| DE/SERVERSI DE)

SSL_Version_3 0 SSL_PROTOCOL_SSLV3 SSLV2 (CLIE
NTSIDE/SERVERSI DE)

SSL_Version_3_0_Only SSL_PROTOCOL_SSLV3 (CLIENTSIDE
I/SERVERSI DE)
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Upgrading to SSL Plus V4.0 Changes to the SSL Plus API

Table 1: Mapping of SSL Plus v3.x protocol enumerated types and SSL Plus v4.x
protocol objects

SSL Plus v3.x SSL Plus v4.x

TLS Version_1_0_Only SSL_PROTOCOL_TLSV1 (CLIENTSIDE
/SERVERSI DE)

SSL_Version_2 0 SSL_PROTOCOL_SSLV2 (CLIENTSIDE
/SERVERSI DE)

TLS Version_1 0 SSL_PROTOCOL_TLSV1 SSLV3 (CLIE
NTSIDE/SERVERSI DE)

corresponding SSL protocol objectsin SSL Plus v4.x. The name of each protocol
object indicates which SSL protocol(s) it supports. For example,
SSL_PROTOCOL_TLSV1_SSLV3_CLI ENTSI DE supports both the TLSv1.0 and
SSLv3 protocols (on the client side).

Thessl Request Renegoti ati on() function only requests a renegotiation of
the handshake. In previous versions of SSL Plus (Desktop only) if you caled this
function from a client application it would al so initiate the handshake. In this version
youmust call ssl _Handshake() following this function to complete the
handshake.

Thessl Read() andssl Wi te() functions no longer initiate a handshake if
called beforessl _Handshake() . This marks a change from previous releases of
SSL Plus (Desktop only).

A new function has been added that allows you to free memory on idle connections.
When a connection context is created, the library allocates memory for the read and
write buffers. When the context is destroyed, the library frees the memory. This
scheme reduces heap fragmentation. ssl _Fr eeRecor dBuf f er s() allowsyou
free the read and write buffers on idle connections. If the buffers contain data, they are
not freed. When data transfer resumes, the library re-allocates the buffers.

Three new functions have been added. They are
ssl _Get Cont ext Pr ot ocol Ver si on(),ssl _Get Mast er Secret () and
ssl _WasSessi onResuned() .

ssl _Get Cont ext Pr ot ocol Ver si on() alowsyou to determine which version
of the SSL protocol is being negotiated during a handshake. Thisis useful in the
certificate callback function where your application may need thisinformation in
order to carry out the appropriate validation. Note that the equivalent function to
SSLGet Pr ot ocol Ver si on() and TLSGet Pr ot ocol Ver si on() isnow

ssl _Get Negot i at edPr ot ocol Ver si on() . Asin previous releases of SSL
Plus, this function must be called after the handshake has been completed.

No changes have been made to session resumption. As before, you must set all the
session callbacks for the library to implement session resumption.
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SSL Plus RAD API

The SSL Plus RAD (Rapid Application Development) API provides a shortcut for
many of the most common operationsin an SSL Plus application. With the RAD API
you can

» Initialize aglobal context structure.
* Create a session database.

» Initialize asocket layer.

» Create a socket.

» Make aconnection using a socket.

e Accept aconnection using a socket.
» Close a socket.

The RAD API also provides default implementations of all the mandatory callback
functions, as well as functions to check the validity of a certificate and manipulate
entriesin the session database.

The RAD API isoptional; you can still develop your application using the standard
SSL Plus API aone.

Seethe SSL Plus Programmer’s Reference for a complete list of the RAD API
functions. See the sample applications (sd sampleclient.c and sslsampleserver.c) for an
illustration of how to use the functions.

6 SSL Plus Upgrade Guide
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Restrictions on the use of the SSL Plus API

SSL Plus Upgrade Guide

A number of restrictions have been placed on the API to prevent the context structures
from being modified during an SSL connection. These restrictions are in place
because SSL Plus does not carry out any form of locking (using mutexes or
semaphores) in multi-threaded applications.

The SSL Plus library provides an application framework which, if used in your multi-
threaded application, should allow you to keep the number of mutexes required by
SSL Plusto aminimum. Thisis described in this section.

Multi-threaded applications can avoid the use of mutexes with respect to managing the
SSL Plus global and connection context structures if they allocate the job of creating
and configuring the global context to a single thread. If this same thread isalso
responsible for creating connection contexts (using

ssl _Creat eConnect i onCont ext () ) then no mutexes are needed.

Multi-threaded applications need to protect the functions listed in the Needs M utex
column of Tables 2 and 3 with mutexes whenever more than one thread might call any
of these functions.

M ulti-threaded applications which need multiple global contexts can follow the above
paradigm for asingle global context, but manage the creation of contextsin separate
threads (taking careto protect thessl _Cr eat eConnect i onCont ext () function
with a mutex, as described below).

The sections below describe the more complicated cases where you may wish to
access the same global or connection context from multiple threads.

Modifying the global context in a multi-threaded application

Most SSL Plus applications only need to create a single global context. Once you
configure the global context, we recommend you do not change it (with the exception
of callingssl _Gener at eRSAExpor t KeyPai r () ). This context can be used to
create all future SSL connections. Each connection created from a global context has
read-only access to that context. During the lifetime of the connection the library reads
the global objects (protocol engine, cipher suites, local identities etc) configured in the
global context. It is possible to change the global context configuration after the SSL
connections have been created, however there are restrictions on when you can safely
do so. Multi-threaded applications may also have to implement a mutex locking and
unlocking mechanism to serialize accessto the global context. Table 2 describes the
restrictions that have been placed on the functions which modify the global context.

Creating multiple connection contexts in a multi-threaded application

Most SSL Plus applications should only create new SSL connections from asingle
thread. If two or more threads try to create anew SSL connection, you must ensure
that callstossl _Cr eat eConnect i onCont ext () areseriaized. Thisisusually
done by enclosing the call to the function with alocking/unlocking mechanism. If only
asingle thread is used to create all connections, then no locking is needed.

Accessing a single connection context in a multi-threaded application
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Most SSL Plus applications should only use a single thread per connection context. If
you have multiple threads which access the same context, you must serialize accessto
the context. If only a single thread accesses the connection context, no locking is
needed. Table 3 describes the restrictions that have been placed on the functionswhich

modify the connection context.

Note that in multi-threaded applications your callback functions must also be thread-
safe and re-entrant. For example, in the session database functions (which are used for
session resumption) you must serialize access to the session database.

The column headings for Table 2 are described below.

Needs mutex - If your application is multi-threaded, you must prevent the global
context from being modified by two threads at the same time. All the functions
which are marked with an " X" must be enclosed with alock/unlock mechanism to
prevent them from being called simultaneously. Functions that are not marked
with an"X" do not need to be protected in this way.

Anytime - Functions that are marked with an "X" can be called at any time.

No existing connections - Functions that are marked with an " X" cannot be called
while there exist connection contexts that have been created from this global
context.

No connections handshaking - Functions that are marked with an " X" cannot be
called while any connection contexts created from this global context are being
used to negotiate (or renegotiate) a handshake.

No connections reading data - Functions that are marked with an " X" cannot be
called while any connection contexts created from this global context are being
used to read datawith ssl _Read() .

Table 2: Restrictions on functions that modify the global context

No No
Needs . No existing . connections
a Anytime connections connections reading
mutex h/dshaking sl

sd_CreateGlobalContext()

sd_DestroyGlobalContext()

sd_SetProtocol()

sd_SetCryptographicSrength()

sd_SetClientAuthModes()

X | X | X| X

SSL Plus Upgrade Guide
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Table 2: Restrictions on functions that modify the global context

No No

Needs . No existing . connections
a Anytime connections connections reading
mutex h/dshaking P

ssl_SetCipher Suites()
sd_SetSessionExpiryTime() X X

ssl_Setl OSemantics() X X

sd_CreateCertList()
ss_AddCertificate()
sd_GenerateRSAExportKeyPair() | X

sd_Addl dentity() X X

sd_AddTrustedCerts()

sd_AddTrustedRoots()

sd_DestroyCertList() X

sd_CreateConnectionContext()

sd_Setl OFuncs()

sd_SetAlertFunc()

sd_SetSessionFuncs()

X | X | X| X| X
X | X | X| X

sd_SetCheckCertificateChainFunc
0

sd_SetPRNG()

sd_SetSurrender Func()

sd_Setl ogFunc() X

sd_GenerateRandomSeed()

sd_ExtractCertificateNamel tem()

sd_ExtractRawCertData()

X | X | X| X

sd_GetVersion()

sd_DecodeRecord() X

a. Seethe description under “ Restrictions on the use of the SSL Plus API”.

The column headings for Table 3 are described below.

* Anytime - The functions marked with an "X" can be called at any time.

SSL Plus Upgrade Guide 9
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Needs mutex - If your application is multi-threaded, you must prevent the
connection context from being modified by two threads at the same time. All the
functions which are marked with an " X" must be enclosed with alock/unlock
mechanism to prevent them from being called simultaneously. Functions that are
not marked with an "X" do not need to be protected in this way.

Table 3: Restrictions on functions that modify the connection context

Anytime

Needs mutex®

sd_DestroyConnectionContext()

sd_Handshake()

sd_RequestRenegotiation()

sd_Read()

sd_Write()

sd_GetReadPendingSize()

sd_GetWritePendingSize()

sd_ServiceWriteQueue()

sd_Close()

X | X | X| X| X| X| X]| X]| X

sd_GetNegotiatedProtocol Version()

sd_GetContextProtocol Version()

sd_GetNegotiatedCipher()

sd_GetMaster Secret()

sd_WasSessionResumed()

X | X | X| X| X

sd_FreeRecordBuffers()

X

a. See the description under “ Restrictions on the use of the SSL Plus API”.

SSL Plus Upgrade Guide



Upgrading to SSL Plus V4.0 Backward Compatibility Issues

Backward Compatibility Issues

SSL Plus Upgrade Guide

e SSL V4.0 client applications will not handshake correctly with SSL Plus Desktop
server applications that use ECC cipher suites. SSL V4.0 server applications are
unaffected; they will be able to handshake with older client applications (Desktop
and Embedded).

e Client applications built with SSL Plus Desktop V3.1.2 (or earlier) that use the
protocol SSL_Ver si on_Undet er m ned, or
SSL Version_3 0 Wth_ 2 0 Hello,or
TLS Version_1 0 Wth 2 0 Hello,orSSL_Versi on_3_ 0 andthat
use either the TLS RSA W TH RC4_128 MD5 or
TLS_RSA EXPORT_W TH_RC40_40_ND5 cipher suite will not be able to
handshake with an SSL V4.0 server that uses the protocol
SSL_PROTOCCOL_SSLV2_SERVERSI DE.

You may wish to contact Certicom technical support at the phone numbers bel ow.
1-800-511-8011 (Voice)
1-800-474-3877 (Fax)

email: support@certicom.com

1
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Table 4: Mapping of SSL Plus Desktop API to SSL Plus v4.0 API

SSL Plus v3.x (Desktop) SSL Plus v4.0
SSL InstallM odules() N/A
SSL SetGlobalOption() N/A

SSL Initialize() ssl_CreateGlobalContext(),
ssl_CreateConnectionContext()
SSL ContextSize() Not required.

SSL InitContext()

ssl_CreateGlobalContext(),
ssl_CreateConnectionContext()

SSL DeleteContext()

ssl_DestroyGlobalContext(),
ssl_DestroyConnectionContext()

SSL DuplicateContext()

ssl_CreateConnectionContext()

SSL DuplicateChildContext()

ssl_CreateConnectionContext()

SSL SetProtocol ()

ssl_SetProtocol()

SSL SetProtocol Ver sion()

ss_SetProtocol ()

SSL SetPrivateK ey()

ssl_CreateCertList()

SSL SetExportPrivateK ey()

ssl_GenerateRSAExportKeyPair ()

SSL SetDHParams()

N/A

SSL SetRequestClientCert()

ssl_SetClientAuthM odes()

SSL AddCertificate()

ssl_AddCertificate(), sd_Addl dentity()

SSL AddDistinguishedName()

N/A

SSLAddTrustedCertificate()

ssl_AddCertificate(),
ss_AddTrustedCerts()

SSL SetPeer1D() ssl_CreateConnectionContext()
SSL SetRandomFunc() ssl_SetPRNG()

SSL SetRandomRef() ssl_CreateConnectionContext()
SSL SetSurrender Func() ssl_SetSurrender Func()

SSL SetSurrender Ref() ssl_CreateConnectionContext()
SSL SetReadFunc() ssl_Setl OFuncs()

SSL SetWriteFunc() ssl_Setl OFuncs()

SSL Set| ORef()

ssl_CreateConnectionContext()

SSL Plus Upgrade Guide
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Function Mappings

Table 4: Mapping of SSL Plus Desktop API to SSL Plus v4.0 API

SSL Plus v3.x (Desktop)

SSL Plus v4.0

SSL SetAddSessionFunc() ssl_SetSessionFuncs()
SSL SetGetSessionFunc() ssl_SetSessionFuncs()
SSL SetDeleteSessionFunc() ssl_SetSessionFuncs()
SSL SetSessionRef() ssl_CreateConnectionContext()

SSL SetCheckCertificateFunc()

ssl_SetCheckCertificateChainFunc()

SSL SetCheckCertificateRef()

ssl_CreateConnectionContext()

SSL SetCheck CertificateChainFunc()

ssl_SetCheckCertificateChainFunc()

SSL SetCipher Suites()

ssl_SetCipher Suites()

SSL SetCryptographicStrength()

ssl_SetCryptographicSrength()

SSL SetCipher NotifyFunc()

N/A

SSL SetCipher NotifyRef()

N/A

SSL SetM aximumRecor dL ength()

ssl_CreateConnectionContext()

SSL GetProtocol Version()

ssl_GetNegotiatedProtocol Version(),
ssl_GetContextProtocolVersion()

SSL GetPeer CertificateChainL ength()

Get from certificate chain callback
function.

SSL GetPeer Certificate()

Call sd_ExtractRawCertData() from the
certificate chain callback function to get the
raw certificate data.

SSL GetPeer CertificateRef()

N/A

SSL GetTrustedCertificateRef()

N/A

SSL GetNegotiatedCipher ()

ssl_GetNegotiatedCipher ()

SSL GetWritePendingSize()

ssl_GetWritePendingSize()

SSL GetReadPendingSize()

ssl_GetReadPendingSize()

SSL Handshake&()

ss_Handshake()

SSL ServiceWriteQueue()

ssl_ServiceWriteQueug()

SSLWrite() ssl_Write()
SSL Read() ssl_Read()
SSL Close() ssl_Close()

SSL Setl OSemantics()

ssl_Setl OSemantics()

SSL RequestRenegotiation()

ssl_RequestRenegotiation()

SSL CallSurrender Func()

N/A

13
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Table 4: Mapping of SSL Plus Desktop API to SSL Plus v4.0 API

SSL Plus v3.x (Desktop) SSL Plus v4.0
SSL ExtractSubjectDNField() ssl_ExtractCertificateNamel tem()
SSL CountSubjectDNFields() ssl_ExtractCertificateNameltem()
SSL ExtractSubjectDNFieldl ndex() ssl_ExtractCertificateNamel tem()
SSL ExtractExtension() N/A
SSL CountExtensions() N/A
SSL ExtractExtensionl ndex() N/A
SSL ExtractValidityDates() N/A
SSL ExtractSerialNumber () N/A
SSL FreeSerialNumber () N/A
SSL FreeExtension() N/A
SSLFreeAVA() N/A
SSL AddOI DValue() N/A
SSL SetChainNum() N/A
SSL L oadL ocall dentity() ss_AddCertificate(), ss_AddIdentity()2
SSL L oadTrustedCertificateFile() ssl_AddCertificate(),
ssd_AddTrustedCerts()2
SSL EncodeCertificateRequest() N/A
SSL FormatCertificateRequest() N/A
SSL Gener atePrivateK ey() N/A
SSL GenerateExportPrivateK ey() ssl_GenerateRSAExportPrivateK ey()
SSL FormatPrivateK ey() N/A
SSL ConstructPrivateK ey() N/A
SSL GetCipher Suitel nfo() N/A
SSL Getl ndexedCipher suitel nfo() N/A
SSL Cipher suiteNameToNumber () N/A
SSL GetCiphersuiteCount() N/A
SSL GetDefaultCipher Suites() N/A
SSL AddTrustedServer Certificate() ssl_AddTrustedCerts()
SSL GetTrustedSer ver Certificate() N/A

14 SSL Plus Upgrade Guide
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Upgrading to SSL Plus V4.0

Function Mappings

Table 4: Mapping of SSL Plus Desktop API to SSL Plus v4.0 API

SSL Plus v3.x (Desktop)

SSL Plus v4.0

SSL Pregener ateECDHClientParamete | N/A

rs()

SSL GetLibVersion()

ssl_GetVersion()

SSL GetError &r

N/A

a. SSL Plusversion 4.0 provides functions to add certificates and keys as the local
identity or trusted CAs, but not functions which perform file I/O.

The following table describes the mapping of the SSL Plus v3.x Desktop API to the
SSL Plusv4.0 RAD API. Callsto the functions in the left-hand column can be
replaced by asingle cal to one of the RAD functionsin the right-hand column.

Table 5: Mapping of SSL Plus Desktop API to SSL Plus v4.0 RAD API

SSL Plus v3.x (Desktop)

SSL Plus v4.0 RAD API

SSL Initialize()

SSL InitContext()

SSL DuplicateContext()

SSL DuplicateChildContext()
SSL SetProtocol ()

SSL SetProtocol Ver sion()
SSL SetRandomFunc()

SSL SetSurrender Func()
SSL SetReadFunc()

SSL SetWriteFunc()

SSL SetAddSessionFunc()
SSL SetGet SessionFunc()
SSL SetDeleteSessionFunc()
SSL SetCheck CertificateFunc()
SSL SetCipher Suites()

sdrad_InitializeCompleteSer ver Global Context()
sdrad_InitializzECCOnlyServer Global Context()
sdrad_InitializeRSAOnlyServer Global Context()
sdrad_InitializeCompleteNoClientAuthSer ver Glob
alContext()
sdrad_InitializzECCOnlyNoClientAuthServer Glo
bal Context()
sdrad_InitializeRSAOnlyNoClientAuthServer Glob
alContext()
sdrad_InitializeCompleteClientGlobal Context()
sdrad_InitializzECCOnlyClientGlobal Context()
sdrad_InitializeRSAOnlyClientGlobal Context()
sdrad_InitializeCompleteNoClientAuthClientGlob
alContext()
sdrad_InitializzECCOnNlyNoClientAuthClientGlob
alContext()
sdrad_InitializeRSAOnlyNoClientAuthClientGlob
alContext()

SSL SetRequestClientCert()

sdrad_InitializeCompleteSer ver Global Context()
sdrad_InitializzECCOnlyServer Global Context()
sdrad_InitializeRSAOnlyServer Global Context()

15
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Upgrading to SSL Plus V4.0

Table 6: Mapping of SSL Plus Embedded API to SSL Plus v4.0 API

SSL Plus v1.x (Embedded)

SSL Plus v4.0

TL SContextSize()

Not required.

TL SInitContext()

ss_CreateGlobal Context(),
ss_CreateConnectionContext()

TL SEnableNonBlocking()

sd_SetlOSemantics()

TL SDeleteContext()

sd_DestroyGlobalContext(),
ssl_DestroyConnectionContext()

TL SSetCipher Suites()

sd_SetCipher Suites()

TL SSetProtocol Version()

sd_SetProtocol()

TL SSetCryptographicStrength()

sd_SetCryptographicSrength()

TL SGenerateK eyAgreementParams()

N/A

TL SAddECDSACertificate()

ss_AddCertificate(), ssl_AddIdentity()

TLSAddRSACertificate()

ss_AddCertificate(), ss_AddIdentity()

TL SAddTrustedCertificate()

ss_AddCertificate(),
ss_AddTrustedCerts()

TL SAddTrustedCertificateNoCopy()

ss_AddCertificate(),
ss_AddTrustedCerts()

TLSSetECDSAPrivateK ey()

sd_CreateCertList(), ss_Addldentity()

TL SSetRSAPrivateK ey()

ssl_CreateCertList(), sd_Addldentity()

TL SSetSessionExpiryTime()

sd_SetSessionExpiryTime()

TL SSetPeer | D()

sd_CreateConnectionContext()

TL SDeriveARC4K ey()

N/A

TL SSetPwdECDSAPrivateK ey()

sd_CreateCertList(), sd_Addldentity()

TL SSetPwdRSAPrivateK ey()

sd_CreateCertList(), ss_Addldentity()

TL SExtractCertificateNameltem()

sd_ExtractCertificateNamel tem()

TL SHandshake()

sd_Handshake()

TL SGetNegotiatedCipher ()

ss_GetNegotiatedCipher ()

TL SGetProtocol Version() ssl_GetNegotiatedProtocol Version(),
ss_GetContextProtocol Version()

TL SClose() sd_Close()

TLSWrite() ss_Write()

TL SWriteNoCopy() N/A

TL SRead() sd_Read()

SSL Plus Upgrade Guide
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Function Mappings

Table 6: Mapping of SSL Plus Embedded API to SSL Plus v4.0 API

SSL Plus v1.x (Embedded) SSL Plus v4.0
TL SReadNoCopy() N/A
TL SNoCopyBuffer Size() N/A
TL SPeekNextReadL ength() sd_GetReadPendingSize()
TLSLibClose() N/A

TLSLibVersion()

sd_GetVersion()

TL SSetOption() N/A
TL SSetRandomFunc() sd_SetPRNG()
TL SSetRandomRef() ss_CreateConnectionContext()

TL SRandomCallback()

sd_Default_RandomCallback()

TL SGenerateRandom() ss_GenerateRandomSeed()

TL SSetl ORef() ss_CreateConnectionContext()
TL SSetReadFunc() ssl_SetlOFuncs()

TL SSetWriteFunc() ss_SetlOFuncs()

TL SSetAlertFunc()

sd_SetAlertFunc()

TL SSetAlertRef()

sd_CreateConnectionContext()

TL SSetAddSessionFunc() ss_SetSessionFuncs()
TL SSetSessionRef() sd_CreateConnectionContext()
TL SSetGetSessionFunc() ssl_SetSessionFuncs()
TL SSetDeleteSessionFunc() sd_SetSessionFuncs()

TL SSetCheck CertificateChainFunc()

sd_SetCheckCertificateChainFunc()

TL SSetCheck CertificateChainRef()

sd_CreateConnectionContext()

The following table describes the mapping of the SSL Plusv1.x Embedded API to the

SSL Plusv4.0 RAD API. Calsto the functionsin the left-hand column can be
replaced by asingle cal to one of the RAD functions in the right-hand column
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Table 7: Mapping of SSL Plus Embedded API to SSL Plus v4.0 RAD API

SSL Plus v1.x (Embedded)

SSL Plus v4.0 RAD API

TL SInitContext()

TL SSetProtocolVersion()

TL SSetRandomFunc()

TL SSetReadFunc()

TL SSetWriteFunc()

TL SSetAddSessionFunc()

TL SSetGetSessionFunc()

TL SSetDeleteSessionFunc()
TL SSetCheckCertificateFunc()
TL SSetCipher Suites()

sdrad_InitializeCompleteClientGlobal Context()
sslrad_InitializzECCOnlyClientGlobal Context()
sdrad_InitializeRSAOnlyClientGlobal Context()
sdrad_InitializeCompleteNoClientAuthClientGlob
alContext()
sdrad_InitializeECCOnNlyNoClientAuthClientGlob
alContext()
sdrad_InitializeRSAONlyNoClientAuthClientGlob
alContext()
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